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Abstract 

The legal safeguarding against ransomware cybercrime is found in multiple regulations. 

Indonesia possesses various legal frameworks to combat cybercrime, such as the Electronic 

Information and Transaction Law (UU ITE), the Personal Data Protection Law (UU PDP), 

and the Criminal Code (KUHP). Ransomware is a type of harmful software. Ransomware locks 

a user’s data within a computer network, preventing an individual or business from accessing 

their information. Hackers subsequently extort the victim for a ransom to allow the data owner 

to regain access to the data. Usually, the payment of the ransom is conducted through 

cryptocurrency to ensure it remains untraceable. The research methodology, or a means to 

reach the objectives outlined in the study, employs a qualitative descriptive approach grounded 

in juridical or normative legal research. This method aims to assess how well the 2025 cyber 

security and resilience bill can enhance Indonesia's digital defense. The ITE law establishes a 

legal framework for prosecuting cyber offenders, including ransomware, but it lacks detailed 

regulations regarding the terminology and methods of ransomware. This creates difficulties in 

law enforcement, particularly in demonstrating criminal aspects and gathering electronic 

evidence. Law number 27 of 2022 regarding personal data protection (PDP LAW) establishes 

a robust legal structure to safeguard personal data from abuse, particularly in relation to 

ransomware offenses that frequently involve data theft and manipulation. Article 368 of the 

criminal code concerning conventional extortion can be utilized in ransomware situations, 

despite not explicitly addressing the digital format. Article 368 of the criminal code addresses 

the crime of conventional extortion applicable to ransomware incidents, even if it doesn't 

specifically cover the digital format. The cybersecurity and resilience bill of 2025 aims to 

enhance Indonesia's cyber defense, emphasizing the protection of cyberspace and the national 

digital ecosystem. In this regard, the cybersecurity and resilience bill (RUU KKS) 2025 

represents a vital measure for the government to bolster national cyber defense. This legislation 

is intended to outline the responsibilities of various parties in ensuring cybersecurity, set 

incident reporting requirements, and impose severe penalties for breaches, including prison 

terms of up to 20 years and fines reaching Rp20 billion. 
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INTRODUCTION 

The legal safeguarding of ransomware cybercrime is found within different regulations.  

(Bhunia et al., 2025). The legal safeguards are outlined in the Criminal Code, ITE Law, and 

National Defense Law (Wissink et al., 2023). This is carried out in Indonesia's defense 

initiatives in line with Article 30 of the 1945 Constitution (Makhortykh et al., 2024). The 

advancement of information technology in Indonesia has greatly influenced multiple facets of 

life, including the security of the nation. Amid swift digital change, the risk of cybercrime 

particularly ransomware attacks has emerged as a significant challenge for the nation. 

Ransomware represents a type of cybercrime that operates by compromising a computer 

system, encrypting the victim’s information, and subsequently requiring a ransom to regain 

access to the information. The effect of this assault extends beyond financial loss; it may lead 

to the leakage and improper use of personal information and jeopardize the stability of the 

national digital framework (Gruber et al., 2022). 

Cybercrime refers to unlawful activities that employ computer technologies or internet 

networks (Tubaishat & Alaleeli, 2024) Ransomware is a model of malicious software 

(malware) (Alzakari et al., 2025). Ransomware encrypts a person's data in a computer network 

causing a person or company to be unable to access the data (Onwuadiamu, 2025a). Hackers 

then blackmail the victim for a ransom so that the data owner can access the data again 

(Botchkovar et al., 2025). Typically, the ransom is paid using cryptocurrency to make it 

untraceable (Wright & Kumar, 2023). Indonesia possesses multiple legal frameworks to combat 

cybercrime, such as the Electronic Information and Transaction Law (UU ITE), the Personal 

Data Protection Law (UU PDP), and the Criminal Code (KUHP). The ITE Law governs illegal 

activities in cyberspace, such as ransomware extortion, whereas the PDP Law offers a broader 

legal structure for personal data protection, incorporating criminal penalties and fines for 

breaches concerning unlawful data collection and utilization. Nevertheless, the efficacy of 

current regulations encounters obstacles, particularly regarding law enforcement and the all 

encompassing protection of ransomware attack victims (Djenna et al., 2024). Cybercrime 

involves hacking, unauthorized data access, fraud, and the distribution of malware (Grimberg 

et al., 2021). Cybercrime can inflict damage on the involved parties (Onwuadiamu, 2025b). 

Cybercrime refers to unlawful activities that take place in the digital realm, targeting computer 

networks (Tariq, 2024). Cybercrime can affect anyone, from individuals and businesses to 

government entities and entire nations. 

Legal safeguards against ransomware and enhancing regulations through the PSC Bill are 

vital for constructing Indonesia's digital security. Cyberattacks aimed at personal information, 

critical infrastructure, and government systems can jeopardize national security and 

sovereignty. Consequently, prevention initiatives, incident management, and rigorous law 

enforcement are essential for establishing a secure and robust digital environment. The presence 

of the KKS Bill aims for Indonesia to obtain a thorough legal framework to address cyber 

threats, enhance inter-sector cooperation, and boost the capability of national digital security in 

response to the changing nature of global threats (Botchkovar et al., 2025). In order to enhance 
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legal safeguards in the digital age, the Indonesian government is preparing the Cyber Security 

and Resilience Bill 2025 (Achuthan et al., 2025). This legislation seeks to enhance the 

safeguarding of the nation’s cyberspace, outline the responsibilities and duties of different 

organizations in ensuring cybersecurity, and impose severe penalties for breaches, including 

written reprimands, imprisonment, and hefty fines. The KKS Bill is anticipated to establish a 

legal framework that is more flexible and reactive to the evolving nature of cyber threats, 

particularly ransomware, while enhancing national cyber resilience against the rising 

complexity and organization of attacks (Rahmath Nisha & Muthurajkumar, 2023).  

The danger of ransomware impacts not just individuals or businesses, but can also pose a 

risk to national interests, affecting critical areas like finance, energy, and government. 

Consequently, assessing the efficacy of current regulations and the preparedness of the PSC 

Bill is crucial for enhancing Indonesia's cyber security. By establishing a robust legal 

framework and ensuring effective implementation, Indonesia can enhance digital resilience and 

safeguard state sovereignty in the cyber age. Ransomware damages victims by preventing 

access to crucial information or systems of an individual, organization, or government until the 

ransom is settled. Therefore, legal safeguards against cybercrime, particularly ransomware 

incidents, and assessment of the Cyber Security and Resilience Bill 2025 are crucial aspects in 

enhancing national defense and security in the digital age. In Law Number 3 of 2002 regarding 

State Defense, it states that the difficulties and challenges in Indonesia's national defense 

framework consist of military threats as well as non-military threats, such as cybercrime. 

 

METHOD RESEARCH 

The research method or approach to attain the outlined objectives employs a qualitative 

descriptive technique rooted in juridical or normative legal research (Soekanto, 2019). Juridical 

or normative legal research emphasizes positive legal norms represented by laws and 

regulations as the primary or main legal sources (Zainuddin & Karina, 2023). Performing 

qualitative descriptive analysis of ransomware incidents in Indonesia and examining the legal 

protections in place. The normative legal approach emphasizes the examination of legal 

occurrences linked to pertinent statutes, including the Criminal Code, Law Number: 11 of 2008 

on Electronic Information and Transactions (ITE), Law Number: 3 of 2002 on State Defense, 

and the Cyber Security and Resilience Bill 2025. This method seeks to examine the legal 

safeguards available for ransomware victims and how these laws and regulations can be enacted 

effectively, thoroughly, and in a cooperative manner. This method aims to assess how 

effectively the Cyber Security and Resilience Bill 2025 can enhance Indonesia's digital security 

(Sumarna & Kadriah, 2023). 

Article 368 of the Criminal Code concerning conventional extortion may be applicable to 

ransomware situations, even though it does not specifically address the digital method. Article 

368 of the Criminal Code addresses the offense of conventional extortion, which is applicable 

to ransomware incidents despite the lack of specific regulation for the digital format. The Cyber 

Security and Resilience Bill 2025 aims to enhance Indonesia's cyber protection, concentrating 

on safeguarding cyberspace and the national digital environment. In this context, the 

Cybersecurity and Resilience Bill (RUU KKS) 2025 represents a vital measure for the 

government to enhance national cyber defense. This legislation aims to oversee the functions 

and duties of multiple organizations in safeguarding cybersecurity, create requirements for 

incident reporting, and enforce severe penalties for breaches, including imprisonment for as 

long as 20 years and fines reaching Rp20 billion. 
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DISCUSSION 

1. Legal Framework for Legal Protection to Handle Ransomware Crimes 

Ransomware, as a form of cybercrime, is addressed in Article 368 Paragraph (1) of the 

Criminal Code concerning extortion, prescribing a prison term of up to 9 years (Hussain et al., 

2024). Article 27 Paragraph (4) of the ITE Law expressly makes it a crime to distribute content 

that includes extortion or threats via electronic methods, punishable by a prison term of up to 6 

years (Luuk et al., 2023). The Criminal Code and ITE Law govern the legal protection of 

cybercrime offenses (Ferretti, 2025). Nevertheless, the enforcement of laws regarding 

cybercrime has not been applied due to the transnational and international nature of cybercrime 

(Chimmanee & Jantavongso, 2024). Victims remain at risk of data leakage after paying ransom 

due to the lack of comprehensive regulations on personal data protection. 

Ransomware attacks in today's digital age pose a challenge as they encrypt critical data, 

compelling victims to pay ransom. Subsequently, the Cyber Security and Resilience Bill 2025 

and its execution are scheduled. The legislation is an essential strategy required to safeguard 

Indonesia in the digital age (Sulubara, 2024b). The assessment of this bill is conducted in the 

National Legislation Program. The government demonstrated considerable focus on tackling 

intricate cybercrim.(Onwuadiamu, 2025b) This legislation is a vital matter for legal safeguards 

against ransomware offenses in the realm of Indonesia's defense (Arroyabe et al., 2024). 

The assessment of the Cyber Security and Resilience Bill 2025 is a joint initiative and 

demonstrates the government's forward movement in addressing the rising cybercrime (A Yassa 

et al., 2023). The benefits of this legislation offer actual penalties for cybercrime perpetrators, 

enforcing prison sentences of 2 to 20 years. The enhancement of the Cyber Security and 

Resilience Bill 2025 is anticipated to decrease ransomware attacks by 45% in 2026, addressing 

cybercrime effectively. The execution of simulations conducted by the National Cyber and 

Crypto Agency (BSSN) has the potential to elevate Indonesia's cybercrime defense index 

ranking from 24th to 15th in ASEAN, consequently boosting technology investments valued at 

IDR 45 trillion by enhancing investor trust in digital enterprises (Sulubara, 2024a). The 

effectiveness of this legislation hinges on a dedicated budget allocation of no less than 2% of 

the state budget for the cyber sector and a regular assessment process every 6 months (Oh et 

al., 2024). Collaborative and suitable regulations among the Criminal Code, ITE Law, National 

Defense Law, and the Cyber Security and Resilience Bill 2025 can effectively safeguard 

essential infrastructure. This concerns Indonesia's defense, which includes creating a National 

Cyber Defense agency to address cybercrime challenges (Sulubara, 2021). 

Collaboration with the Ministry of Communication and Information, the Ministry of 

Defense, and the TNI is essential to safeguard integrated and comprehensive cyber security in 

enhancing Indonesia's defense in the digital age. This aligns with the directive of Article 30 of 

the 1945 Constitution (Sulubara, 2023). This article requires citizens to engage in efforts for 

national defense and security (Mughni & Prayetno, 2023). The necessity for an assessment of 

the Cyber Security and Resilience Bill 2025 is crucial for its efficacy in addressing cybercrime, 

particularly ransomware, which poses a threat to Indonesia's defense. Technological progress 

contributes to the rise of digital crime. Comprehensive, anticipatory, repressive, and 

collaborative legal protection is necessary (Dib et al., 2024). An approach is required for the 
Criminal Code, ITE Law, and National Defense Law, along with the 2025 Cyber Security and 

Resilience Bill. Indonesia presently depends on three key tools to address ransomware offenses: 

Law Number 11/2008 on Electronic Information and Transactions (UU ITE) 

The ITE Law establishes a legal framework for prosecuting cyber offenders, such as those 

involved in ransomware, even though it does not specifically address the terminology and 

mechanisms of ransomware comprehensively. This creates difficulties for law enforcement, 

particularly in demonstrating criminal elements and gathering electronic evidence. 



DE LEGA LATA: Jurnal Ilmu Hukum 

 Volume 10 Nomor 2, July-December 2025, 287-297 

291 
 

Furthermore, the administration via the National Cyber and Crypto Agency (BSSN) highlighted 

the stance of refusing ransom payments and prioritizing the restoration of services along with 

forensic inquiries to pinpoint culprits and avert comparable attacks moving forward. Therefore, 

the ITE Law serves as the primary legal framework for addressing ransomware offenses in 

Indonesia, though there remains a necessity to enhance and align regulations for improved 

effectiveness against advancing cyber threats. The regulations governing ransomware attacks 

are (Unson & Zhuang, 2025): 

a. Article 27 paragraph (4) of the ITE Law defines ransomware as a form of cyber 

extortion, subject to a prison sentence of a maximum of 6 years and/or a fine of Rp1 

billion.  

b. Article 27B section (1): Governs the offense of extortion using electronic information 

or electronic documents. Ransomware is classified as extortion since the offender 

deliberately transmits or distributes electronic information unlawfully to gain benefits 

for themselves or others, while coercing the victim by threatening violence to obtain 

something, such as a ransom. The aspect of extortion in this text is closely linked to the 

methods used in ransomware, even though the word "ransomware" is not directly 

referenced.  

c. Artikel 30 Absatz (2) jo. Article 46 paragraph (2): Governs unauthorized access to 

computers or electronic systems to acquire electronic information or documents. 

Individuals who engage in ransomware attacks by infiltrating victims' systems to 

encrypt files may face charges under this article, potentially resulting in incarceration 

for up to 7 years and/or a fine reaching Rp700 million.  

d. Artikel 32 ayat (1) jo. Article 48 paragraph (1): Governs the alteration, destruction, 

removal, or concealment of electronic information or electronic documents that belong 

to someone else. 

Criminal Code (KUHP) 

Article 368 of the Criminal Code regarding conventional extortion can be utilized in 

ransomware incidents, even though it does not explicitly address the digital format. Article 368 

of the Criminal Code governs the offense of traditional extortion, which can be relevant to 

ransomware incidents even though it does not explicitly address the online method. This article 

indicates that (Gaber et al., 2024). 

“Any person who, with intent to unlawfully benefit himself or another, forces a person by 

force or threat of force to give property wholly or partially belonging to that person or to 

another, or to incur a debt or to cancel a debt, shall, being guilty of extortion, be punished 

by a maximum imprisonment of 9 years”. 

The elements that must be met in order for an act to be qualified as extortion according 

to Article 368 of the Criminal Code include (Kwon et al., 2024): 

a. The intent to unlawfully benefit oneself or others. 

b. The coercion is carried out by physical violence or threat of violence, including 

psychological violence that causes fear to the victim. 

c. The coercion aims to make the victim give something, create a debt, or write off a debt 

that is detrimental to the victim. 

In ransomware scenarios, the offender unlawfully compels the victim through 

intimidation (i.e. encrypts the information and threatens not to restore it unless a ransom is 

paid), thus it qualifies as a type of extortion fulfilling the criteria of Article 368 of the Criminal 

Code. Nonetheless, since this article was designed for traditional extortion, its relevance to 

cybercrimes like ransomware demands flexible interpretation by law enforcement agencies. 

The prescribed criminal penalties are notably harsh, specifically a maximum incarceration term 

of 9 years, which offers a legal foundation to capture ransomware offenders. The primary 

difficulty lies in demonstrating the presence of violence or threats in the digital space and 



DE LEGA LATA: Jurnal Ilmu Hukum 

 Volume 10 Nomor 2, July-December 2025, 287-297 

292 
 

pinpointing offenders who frequently employ anonymity methods. Consequently, Article 368 

of the Criminal Code serves as a crucial legal tool for addressing ransomware in Indonesia, 

although it requires backing from specific regulations and digital forensic technology to ensure 

effective law enforcement (Kim et al., 2025). 

 

2. Personal Data Protection Law (PDP Law) in Handling Ransomware 

Cybercrime in Indonesia 

The PDP Law mandates that personal data controllers must issue a written notice to data 

subjects and pertinent institutions within 3x24 hours following a personal data breach or leak, 

including incidents caused by ransomware attacks. These stringent sanctions seek to create a 

deterrent impact on cyber criminals who exploit personal information. Nonetheless, the 

implementation of criminal penalties in UU PDP continues to encounter obstacles, particularly 

regarding evidence and efficient law enforcement in practice (Hossain et al., 2025). The PDP 

Law enhances legal safeguards against ransomware offenses by targeting offenders involved in 

unlawful data gathering and data manipulation, thus serving as a crucial tool in the pursuit of 

national cyber security and resilience. Law No. 27 Year 2022 regarding Personal Data 

Protection (PDP Law) offers a robust legal structure to safeguard personal data against misuse, 

particularly concerning ransomware offenses that frequently entail data theft and manipulation. 

Beberapa ketentuan penting dalam UU PDP yang berkaitan dengan sanksi pidana adalah 

sebagai berikut (Oh et al., 2024): 

a. Article 67 of the PDP Law states that anyone who willfully and illegally acquires or 

gathers personal data not belonging to them for personal gain or for others, potentially 

causing harm to the data owner, shall face imprisonment for a maximum of 5 years 

and/or a fine of up to Rp5 billion. 

b. Article 68 of the PDP Law states that anyone who deliberately produces false personal 

data or alters personal data to gain an advantage for themselves or others, potentially 

causing harm to others, shall face imprisonment for up to 6 years and/or a maximum 

fine of Rp6 billion. 

c. Alongside the primary criminal penalties, the PDP Law also governs supplementary 

sanctions such as the seizure of profits and/or assets derived from criminal activities 

and the obligation to compensate victims. 

 

3. Evaluation of the Cyber Security and Resilience (CSR) 2025 Bill 

The Cyber Security and Resilience Bill 2025 aims to enhance Indonesia's cyber defenses 

by prioritizing the protection of cyberspace and the national digital environment. The legislation 

seeks to safeguard essential national infrastructure like the energy, telecommunications, 

transportation, and financial industries, which are extremely susceptible to cyberattacks, 

including ransomware. It also governs the overall management of cyber incidents from 

prevention and mitigation to recovery, thereby enhancing national digital resilience. The 

legislation mandates that Information Infrastructure Providers (IIPs) and Critical IIPs must 

adopt rigorous cybersecurity protocols, which include the requirement to report cyber incidents 

within a designated timeframe. This establishes a clear guideline for both public and private 
organizations in ensuring the safety of electronic systems and information (Afraji et al., 2025). 

The bill’s penalties are quite severe, imposing prison terms ranging from 2 to 20 years 

and fines that may go up to Rp20 billion for breaches of cybersecurity requirements. This 

demonstrates the government's commitment to combatting cyber criminals and organizations 

that are careless in upholding cyber security. The legislation further promotes partnership 

among the government, private industry, and the public to enhance awareness and 

understanding of digital security, a crucial element in addressing emerging cyber threats. 
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Moreover, the legislation is anticipated to unify multiple cybersecurity initiatives that have been 

dispersed across different sectors. 

Though the PSC Bill offers a thorough legal structure, the primary difficulty is in its 

execution and alignment with current regulations like the ITE Law and PDP Law. For this 

regulation to be practically effective, the government must guarantee coordination among 

agencies and enhance the skills of human resources in cybersecurity. By ratifying the 

Cybersecurity Bill, Indonesia will mirror the actions of ASEAN nations like Singapore and 

Malaysia, which possess robust cybersecurity legal structures, thereby enhancing Indonesia's 

role in regional cybersecurity governance. The Cyber Security and Resilience Bill 2025 

represents a crucial strategic move to bolster Indonesia's national cyber defense. This regulation 

not only offers more defined legal safeguards against cyber threats like ransomware but also 

enhances collaboration among stakeholders in ensuring the security of the digital realm, which 

is becoming increasingly crucial for the nation's survival. Below are several instances of 

ransomware incidents that have taken place in Indonesia: 

a. Bank Syariah Indonesia (BSI), Mei 2023. The LockBit 3.0 ransomware assault 

effectively hijacked BSI's systems and exfiltrated around 1.5 terabytes of data related 

to customers and employees, comprising loan details and internal files. The group 

responsible for the crime demanded a ransom exceeding IDR 200 billion. BSI opted 

to prioritize system restoration without submitting to the ransom and safeguarding 

against any data exposure to the public. 

b. Centro Nacional de Datos Temporal 2 (PDNS 2), junio de 2024. A variant of Brain 

Cipher (derivative of LockBit 3.0) ransomware affected PDNS 2 servers, leading to 

service interruptions at 210 central and regional agencies, among them the Directorate 

General of Immigration. The assailant requested a ransom of US$8 million, but the 

authorities declined to pay and initiated an investigation and system recovery.  

c. Bank Rakyat Indonesia (BRI), Desember 2024. Reportedly fell victim to the Bashe 

ransomware attack that effectively breached the system and compromised sensitive 

information. Specific details about the compromised data have not been released yet. 

d. Dharmais Hospital and Harapan Kita Hospital, May 2017. Both hospitals were 

affected by the WannaCry ransomware attack, which interrupted services such as 

medical records and patient administration. RS Dharmais also paid a ransom in Bitcoin 

totaling approximately 200 million rupiah to retrieve the data. 

e. These instances demonstrate that ransomware attacks in Indonesia have affected 

numerous critical sectors, including banking, government entities, and healthcare 

facilities, leading to substantial consequences for services and data protection. 

Ransomware attacks can devastate business operations, lead to significant financial 

damages, and negatively impact a company’s reputation. Numerous companies' 

security and prevention strategies remain inadequate as they fail to fully grasp these 

concerns. Ultimately, ransomware incidents in Indonesia reveal considerable 

vulnerabilities in the nation's digital systems and necessitate enhanced preparedness 

and stronger legal protections to ensure data security, continuous public service 

delivery, and vital national operations. 

The Cyber Security and Resilience Act 2025 is essential for Indonesia in addressing the 

difficulties of a rapidly evolving and hazardous digital age. This regulation aims to safeguard 

the nation's essential infrastructure, including energy, transportation, telecommunications, and 

financial sectors, which underpin the economy and security of the country. Cyberattacks 

targeting these sectors can disrupt the nation's functions and result in far-reaching effects on 

society. The enactment of the Cyber Security and Resilience Law 2025 is a crucial and timely 

measure to enhance Indonesia's digital security, safeguard national interests, and create a 

secure, reliable, and competitive digital environment on a global scale. 
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Conclusion 

A recommendation is necessary to enhance current regulations among the Criminal Code, 

ITE Law, and the National Defense Law, along with an assessment of the Cyber Security and 

Resilience Bill 2025, to be more effective in combating cybercrime, particularly ransomware. 

The enforcement of legal protection against ransomware cybercrime is crucial, as this form of 

crime is a damaging, prevalent, and organized issue in Indonesia's digital landscape. A new 

element is anticipated to ensure the bill transforms into the Cyber Security and Resilience Law 

to enhance Indonesia's digital security. 

Ransomware incidents, a type of cybercrime, pose a significant risk to Indonesia's digital 

safety and national stability. This offense not only results in substantial financial damage but 

also endangers data integrity and the ongoing functionality of essential infrastructure. Indonesia 

presently depends on various legal frameworks including the Electronic Information and 

Transactions Law (ITE Law), the Criminal Code (KUHP), and the Personal Data Protection 

Law (PDP Law) to ensure legal safeguards against ransomware assaults. Nonetheless, the 

intricacy and changing nature of cyber threats require more thorough and flexible regulations. 

In this regard, the Cybersecurity and Resilience Bill (RUU KKS) 2025 represents a 

crucial initiative for the government to bolster national cyber defense. This legislation aims to 

govern the duties and functions of different organizations in safeguarding cybersecurity, set 

requirements for incident reporting, and enforce harsh penalties for breaches, with prison terms 

reaching 20 years and fines up to Rp20 billion. By prioritizing the safeguarding of national 

critical infrastructure and improving cooperation among the government, private sector, and 

community, the KKS Bill aims to establish a safer and more robust digital environment. The 

approval and enforcement of the KKS Bill will elevate Indonesia to the level of other ASEAN 

nations with robust cybersecurity laws, while simultaneously enhancing national defenses 

against ransomware risks and various cybercrimes. Consequently, the 2025 KKS Bill serves as 

a crucial basis for establishing a robust cyber defense, safeguarding data and digital 

infrastructures, and upholding national sovereignty in an era of rapid digital transformation. 
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