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Abstract: This research aims to develop an application that can hide text messages within
images using steganography techniques. The methods employed in this study are Least
Significant Bit (LSB) for embedding messages into image pixels, and ROT13 for encrypting
the message before embedding. By utilizing these two methods, it is expected that the hidden
messages can be protected from unauthorized parties. The results of this research indicate that
the developed application is capable of storing and retrieving messages effectively, while
providing a higher level of security for the stored information. This research is expected to
contribute to the fields of cryptography and steganography, and serve as a reference for future
studies.
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Introduction

Text that is composed into a message that is a valuable asset should be protected to be safe.
Because the message is the result of data processing into a form that is more useful for the
recipient which describes a fact that is used as a tool for making a decision. The importance of a
message so that the message can only be accessed by certain people. If an important message
that is confidential is stolen by an unauthorized party, it will be dangerous for the owner of the
message. A stolen message can be redeveloped into a more useful form. Therefore, a technique
is needed for an important message that is confidential so that unauthorized parties cannot find
out the contents of the stolen message.

There are several techniques that can keep a message secret so that it cannot be easily stolen by
unauthorized people, including cryptography and steganography. Therefore, researchers take
both techniques so that the processed text can be kept secret better.

The use of cryptography requires a method that can convert the original message into a secret
message properly. There are many methods available in cryptography techniques such as caesar
cipher, vigenere cipher, ROT13, and so on. This study uses the ROT13 method to keep the text
secret because it is easy to use and many references are available for this study. However, the
original message that has become a secret message can also be suspicious of message thieves, so
that message thieves will also try to break the secret message, therefore additional techniques are
needed that can provide better security, namely steganography. There are many methods
available in steganography techniques such as LSB, MSB, spread spectrum, and so on. This
study uses the least significant bit (LSB) method because it is easy to use, namely by storing the
message in the right bit of the image so as not to damage the image. The simplest and most
popular steganography technique is the LSB (Least Significant Bit) technique, namely the
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position of the bit in a binary number that provides a unit value, namely determining whether the
number is even or odd. This technique replaces the last bit of the steganography media with the
bit from the message. In order not to cause major changes, this bit replacement should only be
done on information that is redundant and has a tolerance for small changes. (A. Muh.
Ramadhani & Tasrif Hasanuddin, 2021). By encoding the message and then the encrypted
message is inserted into an image, the secret message will not be easily known by unwanted
parties.

Literature Review

Least Significant Bit (LSB) Method

LSB method: It replaces the least significant bit of the covering object with the secret message. It
is the most popular and simple technique when dealing with images. It has low computational
complexity and high embedding capacity. Modulating the LSB does not produce any human-
perceivable difference because the amplitude of the change is small. Therefore, to the human
eye, the resulting stego image will look identical to the covering image. (Putra Rape Tupen et al.,
2020).

ROT13 Method

ROT13 (Rotate 13) is a substitution cipher encryption commonly used in UNIX operating
systems. In the ROT13 encryption system, a letter is replaced by a letter that is located 13
positions above it. (Rizky & Hts, 2023).

Cryptography

Cryptography is the science that studies the secure transmission of messages or data from one
sender to another without being harmed by a third party is called cryptography. The science and
art of keeping messages secure as they travel from one location to another is known as
cryptography. (Anggara, 2023).

Text

Text is a unit of language used as an expression in social activities, both verbally and in writing,
with a complete thought structure. Text is also a realization of a value system, social norms,
social processes with their social goals. So it can be said that text is a written work that arises
from a social process involving social norms and value systems for certain social goals in the
context of certain situations. Text is a language that functions to convey information in a certain
context. Text is also classified into two types, namely, single micro genre texts and macro
compound texts. The texts that are included in the single micro genre are fairy tales, myths,
fables, personal stories, historical stories, history and so on. The types of texts that are included
in the macro compound genre are academic manuscript texts such as research proposal texts
(proposals), theses, dissertations, articles and abstracts. (Aldifron et al., 2022).

Method

Research Methods

The methods used to obtain secret messages and insert secret messages into images are the
ROT13 and LSB methods.

Data Collection
The data collection conducted by the researcher is divided into several stages as follows:
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1. Observation
The researcher observes several images that will be used as trials on the application to be
created.

2. Data Samples
The researcher collects several samples that can be used as examples for this study, namely
image data.

3. Literature
The literature research conducted by the researcher aims to collect references used for this
study.

Result and Discussion

Result Display

The result display of the LSB Method Modification Application for Text Processing on Images
using the ROT13 Method can be seen as follows:

Initially, the user opens the application and logs in by entering the username and password
shown in Figure 1.

gQ: Aplicasl Modifikasi Metode LSE untuk Pengolanan Tels podo Gambar menggunakon Metode ROTI3

SUBMT

Figure 1 : Tampilan Form Login

Then if the password is wrong, an error message will appear and if the password is correct, the
application displays a menu and can be seen in Figure 2.

MODIFIKASI
METODELSB

f\—

Figure 2 : Tampilan Form Menu
Then the user can select the available menus, namely encrypt and decrypt. If the user clicks
encrypt, an encrypt form will appear as in Figure 3.
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@AR HOME  ENKR®  DEXR®

Enkrip Pesan:

Figure 3 : Encryption Form View

First, the user selects an image available on the computer device and writes the message to be
inserted, which can be seen in Figure 4.

HOME ENKRW DEXRIP
(GEAR

Enkrip Pesan:

Figure 4 : Image Upload Encryption Form View

Then the user can click the submit button so that the message can be inserted and saved in the
image as follows:

HOME ENKR® DEXRP
(GEAR

Enkrip Pesan:
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Figure 5 : View Insert Result Encryption Form

Users can extract messages and decrypt them by selecting the decrypt menu as shown in Figure
6.

Dekrip Pesan:

Figure 6 : Description Form View

First, the user selects an image that has a message inserted and can be seen in Figure 7.

@A = NOME  ENKES  DBKRP

Dekrip Pesan:

Figure 7: Image Upload Description Form View

Then the user clicks the submit button and it can be seen in Figure 8.

1 HOME ENKR® DEXRwP
(GEAR

Dekrip Pesan:
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Figure 8 : Form View Description opens Message
Program Testing
The system testing aims to ensure that the system is ready to use. The instrument used to conduct
this test is by using Blackbox Testing.

Table 1 : Blackbox Testing Form Encryption

No Form Encryption Description Validity

1 Click the Upload Image Button The application displays the image file Valid
selection

2 Click the Submit button The application performs encryption Valid

and insertion

Table 2 : Blackbox Testing Form Description

No Form Encryption Description Validity
1 Click the Upload Image Button The application displays the image file Valid
selection
2 Click the Submit button The application performs extract and Valid
decryption
Trial Results

After conducting a trial on the system, it can be concluded that the results obtained are:
1. The design interface is in accordance with the resulting interface.

2. The LSB and ROT13 methods have been applied to the application created.

3. The application interface is user friendly so that users can use it easily.

4. The application that has been created runs well.

5. The application that has been created has no logical errors.

Conclusion of Test Results

The conclusion of the application test results on images to determine similarities and differences

are:

1. The application that has been created uses the LSB and ROT13 methods for message insertion
and extraction.

2. The application that has been created can combine two methods.

3. The execution process does not take a long time.

Conclusion

Based on the discussion of the previous chapters that have been carried out, several conclusions
can be drawn as follows: With the LSB Method Modification Application for Text Processing in
Images using the ROT13 Method, important texts get better data confidentiality. By using the
entered text and using the steps and formulas of the ROT13 method, the ROT13 method can be
applied for text confidentiality. By using images and the ROT13 method, the LSB can be
modified. By using web programming, the LSB Method Modification Application for Text
Processing in Images using the ROT13 Method can be produced.
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